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Abstract We successfully demonstrated a fully-managed, field-deployed, three-node QKD ring network
with L1-OTNsec encryption. The network employs a hybrid scheme of QKD and classical yet quantum-
safe centrally-generated symmetric keys to support point-to-point and relay consumers.
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Introduction

Quantum networks leverage quantum key distri-
bution (QKD) to ensure communication security.
To efficiently integrate QKD networks into exist-
ing infrastructure and be operational, the Euro-
pean and International QKD standards [1]-[4]
have proposed a layered framework, comprising
of the quantum layer, the key management
(KMS) layer and the application layer. This archi-
tecture is essential to enable encrypted commu-
nication across various applications and users.
The first major quantum network was imple-
mented by DARPA that followed a three-layer ar-
chitecture adopting a hybrid switched/relayed im-
plementation [5]. Later developments including
the SECOQC [6] network that focused on re-
layed-QKD (trusted repeater prototype) setups,
the Tokyo project [7] and the Cambridge quantum
network [8]. Recently, China presented a 46-
node quantum metropolitan area network [9] con-
necting 40 user nodes including three trusted re-
lays and three optical switches. However, without
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centralized orchestration, the management of the
network remains suboptimal and inefficient. Soft-
ware — Defined QKD (SDQKD) offers a potential
solution to address this issue and improve the ef-
ficiency and flexibility of a network. The Madrid
SDQKD was the first successful full-scale inte-
gration of QKD technology in an SDN environ-
ment serving encrypted communication between
3 relayed nodes [10]. The Subcarrier Wave [11]
was utilized to enable communication in a 3 node
SDN enabled network configuration. Finally, a re-
cent development involved a new framework for
Software Defined Network for QKD as a service
(SDQaasS) [12].

In this work we present, to the best of our
knowledge, the first fully managed, operational
three-node quantum cryptography network serv-
ing OTN circuits with (Layer 1 - OTNsec) encryp-
tion. Fig. 1aillustrates the architecture of our net-
work. Each node implements a fully integrated
vertical stack featuring a managed quantum
layer, a KMS layer and, an application layer that
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Fig. 1: a) lllustration of the layered architecture depicting the quantum layer, the KMS layer, the application layer and their interconnec-

tions. b) DC1, DC2 and DC3 marked by their approximated physical location on the Athens city map.
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are all jointly orchestrated. In particular, the quan-
tum layer features two IDQuantique Cerberis
XGR QKD pairs used to establish 2 point-to-point
QKD links that are then enhanced by the KMS
layer (using a relay) to support all-to-all commu-
nication and in particular serve 3 bidirectional
OTN circuits. In this way our system minimizes
the QKD resources as the QKD pair for the third
link is omitted. The quantum layer complies to the
ETSI GS QKD 014 for secure quantum key ex-
traction and delivery to the KMS layer [1]. On the
KMS layer, we deployed an EvolutionQ
BasejumpQDN key management software and
the Network Controller for the QKDN that acts as
per ETSI GS QKD 015 [2], and pulls the gener-
ated quantum keys, stores them in dedicated
buffers and synchronizes and schedules the key
delivery to the Secure Application Entities
(SAEs). Note that the network encrypts OTN cir-
cuits between all the 3 nodes pairs while employ-
ing only 2 QKD pairs, allowing the key consump-
tion in the intermediate relay node while enabling
the application of priorities or QoS attributes to
the key consumption. Such an addition is most
valuable, but the key management process re-
quires additional scheduling, buffering and key
monitoring. The KMS layer is controlled and man-
aged by the Nokia 1830 Security Management
Server (SMS) fitted to control the EvolutionQ key
management software. The SMS functions as a
security network orchestrator, similar to the ETSI
GS QKD 18 [3]. Specifically, it orchestrates the
keys across the nodes of the network but also co-
ordinates the key requirements with the classical
OTN layer. Additionally, in a novel feature not
demonstrated before in quantum encrypted net-
works, the SMS offers seamless transition to a
classical (yet quantum-safe) encryption in the
event of a DoS (Denial of Service) attack on the
QKD layer or a QKD failure in key generation/dis-
tribution. To do so, it implements a scheme of
centralized symmetric classical keys generation
and distribution using encryption based on
AES256. On the application layer, each node
hosts a Nokia layer 1/0OTN Photonic Service In-
terconnection Modular (PSI-M) encryptor
(300Gbps) for encrypting data with the requested
quantum keys at key rotation rates as small as
1key/min.
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Experimental Setup

The experimental testbed, shown in Fig. 1b, com-
prises 3 trusted nodes: DC1 (GRNET DC node),
DC2 (NKUA Optical Communications and Pho-
tonic Technologies Lab) and DC3 (NKUA Net-
works Operation Centre-NOC). DC1 hosted the
QKD Alice1 (A1), DC2 was the relay node and
hosted QKD Bob1 (B1) and Alice2 (A2), and DC3
hosted QKD Bob2 (B2). The fiber link between
DC1 and DC2 was ~45km, while DC2 and DC3
were in separate sites in the NKUA campus and
connected through a fiber spool of ~13km to em-
ulate a longer distance. The physical optical con-
nectivity for the QKD pairs and the PSI-M encryp-
tors are demonstrated in Fig. 2. DC2 and DC3
(NKUA nodes) were connected to DC1 (GRNET)
through two unidirectional dark fibers. The
1550nm quantum channel occupied solely one of
the two dark fibers to avoid in-band noise that
would degrade the QKD performance, deemed
essential as the A1-B1 link encountered losses of
18dB, approaching the operational limit for the
IDQuantique Cerberis XGR QKD pair. The PSI-
M OTN data channels (C36, C34) and the QKD
service channel (C30) were multiplexed together,
and circulators were employed to operate the
second fiber in both directions. The additional
losses were 2.8dB in total. The OTN data channel
between the PSI-M 2 and PSI-M 3 (C38 channel)
were established via an intra-campus link also
used for the communication between Alice 2 and
Bob 2. Every PSI-M line had a configuration that
supported a data rate of 300Gbps via 67GBaud
and 16SQAM with SDFEC-G2 for flex OTU in
OTSIiG. Regarding the management network,
each node had a local and private ethernet con-
nection between the QKD and KMS server to de-
liver the secure generated quantum keys from the
quantum layer to the KMS layer. Moreover, a
VLAN in the GRNET-NKUA domain was estab-
lished to facilitate management, orchestration,
and communication among the components
within the deployed multi-layer architecture.

Results and Discussion

The system was tested under different key rota-
tion intervals (1, 5, 15, 30, 60 min) for extended
periods. Tab. 1 includes the percentages for the
various key rotation options. We observed 98%
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Fig. 2: a) Optical connections of the three-node relayed quantum network. b) Schematic demonstration of the layered setup.
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Fig. 3: Joint diagrams for the SKR, QNL buffers, KMS buffers and SMS key rotation for all links at the emulated KMS (a) and
QKD (b) attacks. The key rotation is characterized as ‘Q’ for quantum key rotation, ‘C’ for the SMS'’ classical key rotation and,
‘0’ for no key rotation.

successful key rotation using QKD or classical
key distribution in the stress condition of
1key/min. For the remaining 2%, the encryption
was continued using the previous key and a new
rotation request was issued after 30sec. Thus,
the data were always encrypted, and the reported
failures indicate only issues in the key rotation at
specific key rotation junctures. Furthermore, a
100Gb/s Exfo Network Analyzer was constantly
monitoring the overall network performance, re-
cording average jitter and latency values of
<0.015ms and 2.06ms respectively. Network ro-
bustness was tested by emulating two separate
attacks: i) a KMS attack causing a temporary dis-
ruption in the communication between the appli-
cation and KMS layers and ii) a QKD attack that
would nullify SKR. The KMS attack is emulated
by shutting down the KMS server in all nodes,
whereas the QKD attack is emulated by plugging
off the quantum channel fiber. For both tests the
key rotation interval was set to 1 minute, the QNL

Tab. 1: Network’s key rotation percentages for different key
rotation intervals.

Rotation | Classical | Quantum | SNMP
Interval Key Key error
(min) Rotation | Rotation (%)

(%) (%)
1 8.8 89.2 2.0
5 10 90 0.0
15 14.8 83.6 1.6
30 33 66.4 0.6
60 7.8 90.7 1.5

buffer (EvolutionQ KMS input buffer where keys
are stored after retrieved from the quantum layer)
capacity was 1000 keys, and the key expiration
time was set to 4 hours. As presented in Fig. 3a,
by emulating a KMS attack on the network, we
demonstrate the network’s hybrid operation. By
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launching an attack in each KMS server, the KMS
layer cannot provide the encryptors with quantum
keys. In that case, the SMS generates and sup-
plies the PSI-Ms with classical quantum-safe
keys. Once the key management servers be-
come available again, the QNL (KMS input) buff-
ers start to fill up again. After a brief interval, they
begin supplying the KMS (output) buffers with
keys which are then used for quantum key rota-
tion. Then, in Fig. 3b, a QKD attack is demon-
strated in link DC12. During the attack, the net-
work uses the buffered keys, resulting in a linear
reduction in the key count, along with some over-
head. Then, depending on the attack duration,
the system may run out of keys or avoid exhaus-
tion. In our experiment, the attack duration was
brief enough to maintain uninterrupted quantum
key transmission. Following the restoration of the
QKD link, the QNL buffers began to replenish, ex-
tending the buffering process within the KMS.

Conclusions

We report on the successful demonstration of a
fully managed field deployed three-node QKD re-
layed network in a ring configuration, where each
node comprises a fully integrated vertical stack.
We demonstrated the network’s stable operation
providing Layer 1 (OTNsec) data encryption with
quantum keys. In case of an attack or unavaila-
bility of quantum keys, we demonstrated the net-
work’s capability to seamlessly transition to clas-
sical encryption with symmetric quantum-safe
keys provided by the central security manager /
SMS, exhibiting, thus, a reliable hybrid network
operation and ensuring the continuous supply of
keys. Notably, the keys were consumed in all
three nodes, including the intermediate relayed
node, and we demonstrated that the operations,
including relaying, recover against various at-
tacks.
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